Q START ) 



VENDEE FILLS OUT 
TRANSACTION DOCUMENT 



VENDOR EXTRACTS 
TRANSACTION ELEMENTS 



-/OS 



VENDOR ATTACHES 
TRANSACTION ELEMENTS TO 
CERTIFICATE TEMPLATE 



VENDOR ENCRYPTS 
ESSENTIAL ELEMENTS WITH 
VENDOR'S PRIVATE KEY 



VENDOR ATTACHES 
ENCRYPTED ESSENTIAL ELEMENTS 
TO CERTIFICATE TEMPLATE 



ff4 



VENDOR ENCRYPTS 
TRANSACTION CERTIFICATE WITH 
VENDEE'S PUBLIC KEY 



VENDOR TRANSMITS 
ENCRYPTED TRANSACTION 
CERTIFICATE TO VENDEE 



VENDEE DECRYPTS 
TRANSACTION CERTIFICATE WITH 
VENDEE'S private key 



VENDEE DECRYPTS 
ESSENTIAL ELEMENTS WITH 
VENDOR'S PUBLIC KEY 



( END ) 
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EZer TRADE 



Internet Brokerage Services 

Buy/Sell Stock 

ENTER: 



2/6 

Smith Account/7B4-00983 



^2/8 

Customer Name: Joe Smith 



I 


B 


M 







-202 



OR 

Company Name 



Type of Transaction 
® Buy 

O Sell from Position 

O Buy to Cover 

O Seil Short 

O Sell Not in Account 



Number of Shares 



1 


0 


0 


0 


0 







^-206 
Duration of Order 

O Day 

® Good Till Canceled 



Account Type 

O Cash 
® Margin 
O Short 



Type of Order —-2/2 

® Market 

O Limit 

O Stop 

O All or None 

O Fill or Kill 



Execution Date/Time: 5/1/00 - 10:23:43 



ri 7 



® 

® 

I 



I 



Account Number: 7B4-00983 

Name of Company: International Business Machines, Inc. 
Type of Transaction: Purchase 
Account Type: Margin 
Number of Shares: 10,000 
Execution Price: $120,125 

Execution Date/Time: May 1, 2000@10:30 a.m. 



i 



1 



I 



® 




i 
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I 



I 



I 



I 




Account Number: 7B4-00983 

Name of Company: International Business Machines, Inc. 
Type of Transaction: Purchase (&) 
Account Type: Margin 
Number of Shares: 10,000 
Execution Price: $120,125 

Execution Date/Time: May 1, 2000@10:30 a.m. sp) 



87y(9y(97YD 

lou8*UYGgGI8976~322Ytiu 

bvcd56~&5d$VwtfUy9hj98 

87$5*&3D9BbrdCuyXCt4 

saasdg097vaoswetklDDou98 

w08*(#*AYFuy=08)*&x80g-s 




1 



4 



87y(9y(97YD50ijasdkijJ]98398JfkdfjgeriO#M#%KFDGMAgrj-09975lga]j 

lou8*UYGgG!8976~322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56~&5d$VwtfUy9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87y(9y(97YD50jjasdkjjJj98398Jfkdf]geriO#M#%KFDGMAgrj-09975lgajj 

lou8*UYGgGI8976~322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56~&5d$VwtfUy9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87$5*&3D9BbrdCuyXCt4ll9*&]kjmi98876DSA4644T33#%5RE 

87y(9y(97YD50jjasdkjjJj98398JfkdfjgeriO#M#%KFDGMAgrj-09975lgajj 

lou8*UYGgGI8976~322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56~&5d$VwtfUy9hj'9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87y(9y(97YD50jjasdk]jJj98398JfkdfjgeriO#M#%KFDGMAgrj-09975lgajj 

lou8*UYGgGI8976"322YtiukJasfu9FJlEWJT0088*&H78kjjsd33423$#4 

bvcd56' s &5d$VwtfUy9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87$5*&3D9BbrdCuyXCt4H9*&jkjml98876DSA4644T33#%5RE 

saasdg097vaoswetklDDou98JDLJjdijdilEJG9*(*l*&67698ijiSFJAJ 

w08*(#*AYFuy=08)*&x80g-sasgweGPK0l 

87y(9y(97YD50jjasdkjjJ]98398JfkdfjgeriO#M#%KFDGMAgrj-09975lgajj 

lou8*UYGgGI8976~322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56~&5d$Vwtf(Jy9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87$5*&3D9BbrdCuyXCt4ll9*&jkjml98876DSA4644T33#%5RE 

saasdg097vaoswetklDDou98JDLJjdi]dilEJG9 !(! (*l*&67698ijiSFJAJ 



87y(9y(97YD50jjasdkj]Jj98398JfkdfjgeriO#M#%KFDGMAgrj-09975lgajj 

lou8*UYGgGI8976"322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56"&5d$VwtfUy9h]9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87y(9y(97YD50jjasdkjjJj98398JfkdfjgeriO#M#%KFDGMAgrj-09975lgajj 

fou8*UYGgGI8976~322YtiukJasfu9FJIEWJT0088*&H78kjjsd33423$#4 

bvcd56~&5d$Vwtflly9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87$5*&3D9BbrdCuyXCt4M9*&jkjml98876DSA4644T33#%5RE 

bvcd56~&5d$VwtfUy9hj9845RE4AR4GQ4F4554%&22fgdfss5653qy4=y 

87$5*&3D9BbrdCuyXCt4ll9*&jkjml98876DSA4644T33#%5RE 

saasdg097vaoswetklDDou98JDLJ]dijdilEJG9*(*l*&67698ijiSFJAJ 
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Q START ) 

.■ r 604 

VENDEE RETRIEVES 
DECRYPTED TRANSACTION 
CERTIFICATE WITH ENCRYPTED 
ESSENTIAL ELEMENTS 



VENDEE ENCRYPTS 
CERTIFICATE WITH 3rd 
PARTY'S PUBLIC KEY 



VENDEE SENDS ENCRYPTED 
DOCUMENT TO 3rd PARTY 



3rd PARTY 


DECRYPTS 


DOCUMENT 


WITH 3rd 


PARTY'S PRIVATE KEY 






3rd PARTY 


DECRYPTS 


ESSENTIAL ELEMENTS WITH 


VENDOR'S PUBLIC KEY 



\ 

3rd PARTY AUTHENTICATES 
TRANSACTION 



Q END ) 



